TopaiirbIpoB YHUBEPCUTETiHIH

FBIJIBIMHU KYPHAJI

HAYYHBIN )KYPHAI
TopaiirbipoB yHuBepcuTeTa

TOPAUFBIPOB YHUBEPCUTETIHIH
XABAPHIBICHI

du3uKa, MATEMATHKA KIHE KOMIIBIOTEPJIiK
FBLIBIM/IAP CePHUSICHI
1997 xpu1man Oacran MIBIFAIbI

TORAIGHYROV
UNIVERSITY

BECTHHUK
TOPAUT'BIPOB YHUBEPCUTETA

Cepusi: ®usnka, MaTeMaTHKA

U KOMIIBIOTEPHbIE HAYKH
WNznmaercsa ¢ 1997 rona

ISSN 2959-068X

Ne 4 (2023)
IHaBaonap



HAYYHBIN )KYPHAJI
TOPAUT'BIPOB YHUBEPCUTETA

Cepusi: ®u3uka, MATEMATHKA U KOMIILIOTEPHbIE HAYKH
BBIXOJHUT 4 pa3a B roj

CBUAETEJbBCTBO
0 MOCTAHOBKE Ha MEePEyUET MEPHOANIECKOTO MIEYaTHOTO U3IaHM,
HH(OPMAIIMOHHOTO areHTCTBA U CETEBOI0 U3JIAHUS
Ne KZ91VPY 00046988
BBIZIAHO
MuHHKCTEPCTBOM HH(OPMALIUK ¥ OOLIECTBEHHOTO Pa3BUTHSI
Pecnyonuku Kazaxcran

Temaruueckas HaIpPaBJECHHOCTH
l'IyGJ'II/IKaHHH MarepualioB B obactu (1)I/I3I/IKI/I, MAaTCMAaTUKH,
MCXaHHKHU U HHd)OpMaTPIKI/I

IMonnucHoii uHAEKC — 76208

https://doi.org/10.4808 1/EKIW3862

Bac perakTopbl — NIaBHBII peIaKkTop

Tneykenos C. K., 0.¢p-m.n1., npogpeccop
3amecturens aBHoro penakropa  Memynos H. A, k.¢h-m.n., npogheccop
OTBETCTBEHHBII CEKpeTaphb Kymabexos A. XK., PhD dokmop

Pe}IaKHHH aJIKacCbl — Pe[IaKIIl/IOHHaﬂ KoJJ1erust

Esref Adali, PhD ooxmop, npogeccop (Typyus),

Abdul Qadir Rahimoon, PhD ooxmop, npogpeccop (Ilakucman,);
Jlou6aer K. M., 0.¢h-m.H., npogheccop;

Jemkun B. I1., 0.¢p-m.n., npogpeccop (Poccutickas @edepayus);
Kymaaumnaesa A. K., K.M.H., npogheccop;

Hopaes H. X., 0.¢h-m.H., npogheccop;

Kocos B. H., 0.¢h-m.H., npogheccop;

CentoBa C. M., 0.neo.H., npogheccop;

[lokanos A. K., 0.¢h-m.H., npogheccop

Omaposa A. P., MexHu4ecKull peoakmop

3a JOCTOBEPHOCTh MAaT€pUaJIOB U PEKJIIaMbl OTBETCTBEHHOCTb HECYT aBTOPbI U PEKIIaMOIaTE/ I
Peuakum OCTaBIIET 3a COOOM IIpaBO Ha OTKJIOHEHHUEC MaT€puajioB
[Ipu ncnop30BaHKMM MaTepUasoB XKypHala ccbluika Ha «BectHuk Topaiireipos
YHHUBEPCUTETa» 00s13aTe/IbHA
© TopalrbIpoB YHUBEPCUTET



Becmuux Topatievipos yrusepcumema, ISSN 2959-068X.
Cepus: Qusuxa, mamemamura u KomnvtomepHule Hayku. Ne 4, 2023

SRSTI 50.03.05
https://doi.org/10.48081/NMPU3955

*R. K. Murat!, F. Tursunmetova?, N. K. Nadirov’
'Astana IT University, Republic of Kazakhstan, Astana;
“Nazarbayev University, Republic of Kazakhstan, Astana;

*e-mail: m.raikhan(@astanait.edu.kz

MULTI-CLASSIFIERS SYSTEM
FOR CREDIT CARD FRAUD DETECTION

The business of issuing credit cards is extremely important to the
functioning of the economy since it facilitates the use of a straightforward
method of payment in a variety of contexts, such as online banking,
commercial transactions, and financial dealings. Nonetheless, using credit
cards is also associated with fraudulent activity and non-payment, both
of which constitute a considerable danger to customers and the business
as a whole. Detecting and preventing fraudulent activity involving credit
cards is complex and time-consuming because of the ever-changing
nature of fraudulent and expected behavior and the unequal class label
and overlapping of class instances inside the data sets.

The class imbalance in credit card data sets poses a significant
obstacle in detecting fraud. Biased models may result from a substantially
lower number of fraudulent cases compared to non-fraudulent cases.

The study underlines the influence of oversampling and under-
sampling techniques on single-classifier methods and stresses the
significance of selecting an appropriate classifier algorithm. The results
indicate that multi-classifier methods, particularly COPOD + RFC and
IForest + RFC, can substantially improve credit card fraud detection
compared to single-classifier methods. These results demonstrate the
potential advantages of integrating multiple unsupervised and supervised
learning algorithms to improve credit card fraud detection while
decreasing false positives.

Overall, the study emphasizes the significance of employing a
combination of machine learning techniques to resolve the difficulties of
credit card fraud detection. The proposed method can assist credit card
companies in accurately and efficiently identifying fraudulent activities,
thereby reducing the risk of financial loss and enhancing customer
confidence.
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Introduction

In recent years, digital banking has evolved as an essential element of the
modern financial system. It has been utilized by numerous industries, including
banks, e-commerce, and personal finance, because of its reliability and regularity
[1]. On the other hand, a spike in fraudulent transactions has coincided with a rise
in digital banking usage. As a defense mechanism against this fraudulent activity,
banks have created several various fraud detection systems [1]. The ongoing
development of new methods for committing digital fraud has necessitated the
implementation of advanced fraud detection systems by financial institutions [1].

Machine learning algorithms have emerged as an effective approach to fraud
detection [2]. These models have advantages over traditional rule-based systems
as they can analyze vast amounts of data and identify subtle patterns indicative of
fraudulent activity. Unlike rule-based systems, machine learning models can adapt
and update their algorithms to respond to newly identified fraudulent schemes [2].

The technique based on machine learning is more adept at keeping up with the
constantly evolving strategies employed by fraudsters. While a combination of rule-
based and machine-learning approaches may still be necessary, the focus should
be on further developing sophisticated machine-learning methods to overcome
the limitations of traditional rule-based systems. Continuous research is crucial
in identifying novel fraud detection techniques and addressing the challenges of
machine learning algorithms [2-3].

Worldwide, fraud using credit cards is currently increasing, and it can have
significant repercussions for individuals, organizations, and financial institutions in
terms of financial loss and reputation. As reported by the Nilson Report, worldwide
fraud involving credit card losses hit $27.85 billion in 2019, and these losses are
anticipated to continue to rise over the next few years. [4]
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Figure 1 — Credit Card Fraud Losses by Region (in billions USD)

The data presented in Figure 1 provides an overview of each region’s credit
card fraud losses, expressed in billions of U.S. dollars. The table lists many regions,
including the Middle East, Canada, the United States, Asia- Pacific, South America,
Europe, and Africa. According to the data shown in the graph, the United States
experienced the most credit card fraud losses in 2020, totaling USD 9.47 billion.
Europe ranked second with losses totaling 7,98 billion USD, followed by Asia-
Pacific with losses totaling 7,37 billion USD. The losses in Latin America were
1.68 billion U.S. dollars. In Canada, they were 0.76 billion U.S. dollars. In Africa,
they were 0.59 billion U.S. dollars; in the Middle East, they were 0.1 billion U.S.
dollars. This table’s data is essential for comprehending the geographic distribution
of credit card fraud losses and identifying which locations may require additional
measures to prevent and detect fraud.

In Kazakhstan, online fraudulent transactions are a prevalent issue, with
criminals using social engineering tactics to obtain personal information. The
National Bank of Kazakhstan reported 7,151 incidents of bank card fraud in the
first half of 2020, resulting in a total loss of KZT 3.3 billion [5]. To combat this,
financial institutions and the government have implemented measures such as
fraud detection systems, biometric verification, and consumer education.

However, fraudsters constantly modify their techniques, posing an ongoing
challenge to financial institutions and law enforcement agencies. Continuous
attention and innovation are necessary to ensure secure payment systems and
protect consumers and businesses from the negative impacts of credit card fraud [6].

To address this problem, this article aims to develop a multi-classifier system
for detecting credit card fraud. The system will utilize machine learning techniques
to identify and prevent fraudulent transactions. It will be trained on large datasets
to detect subtle patterns of fraudulent behavior and adapt to new fraud schemes
by updating its models accordingly.
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Problem statement

Data mining techniques like machine learning, neural networks, artificial
intelligence, and frequency mining can be used to prevent financial fraud, including
credit card fraud [7-9]. However, these techniques face obstacles such as restricted
access to data for testing, limited information in datasets, and security concerns
that limit the exchange of ideas [8].

Researchers have developed solutions to address these obstacles, such as
the hybrid fuzzy logic model that combines machine learning and fuzzy logic to
enhance anti-fraud precision [9]. In this study, the focus is on credit card fraud
detection, and the main objectives are to address the issues of imbalanced class
distribution and overlapping class samples.

To achieve these objectives, a Multi-Classifiers System will be created,
utilizing machine learning classifiers and techniques like ensemble learning, feature
selection, and class balancing to improve accuracy and handle overlapping class
samples and imbalanced class distribution [10—11].

The goal is to build a robust and effective fraud detection system capable of
enhancing the accuracy and dependability of credit card fraud detection systems,
helping businesses and financial institutions safeguard themselves and their
customers from the negative repercussions of fraud.

Materials and Methods

Machine learning algorithms, such as neural networks, Decision Trees,
Support Vector Machines (SVM), and Naive Bayes, have shown their effectiveness
in detecting fraudulent transactions by identifying patterns and anomalies in large
datasets. These algorithms outperform humans in automated fraud detection,
saving time and reducing errors. However, the success of these models relies
on high-quality training and validation data. Decision Trees excel in financial
fraud detection, but they can struggle with imbalanced class distribution or
overlapping samples, which researchers address through techniques like class
underrepresentation and overrepresentation. Linear and logistic regression models
are commonly used, but their performance may suffer from unbalanced classes
and overlapping samples, which can be improved by combining them with other
machine-learning approaches. The Local Outlier Factor algorithm detects fraud
by identifying deviations from the average, although it faces limitations with
sparse fraudulent data. Naive Bayes is reliable but less accurate with imbalanced
or overlapping data, yet it remains popular due to its simplicity and speed in fraud
detection.

C4.5, a decision tree method used for fraud detection, has limitations due to
imbalanced class distribution and overlapping class samples, but strategies like
under-sampling, oversampling, and cost-sensitive learning can mitigate these
challenges while maintaining its effectiveness in spotting fraudulent transactions.

36



Becmuux Topatievipos yrusepcumema, ISSN 2959-068X.
Cepus: Qusuxa, mamemamura u KomnvtomepHule Hayku. Ne 4, 2023

SVM is a powerful ML model for fraud detection, particularly for high-
dimensional and complex datasets. However, imbalanced class distribution and
overlapping class samples are challenges that can affect its accuracy. Various
techniques like oversampling, under-sampling, and feature selection can address
these issues. Despite these limitations, SVMs have shown high accuracy in
detecting fraudulent transactions, with some studies reporting 99.8 % accuracy.
Ensemble techniques can also enhance fraud detection efficacy. Additional research
is needed to build more effective algorithms to manage overlapping class samples.

It is essential to evaluate the effectiveness of fraud detection models to identify
in- stances of fraudulent behavior precisely. Based on the findings of an exhaustive
Literature Review, it has been determined that the performance of various models
for fraud detection varies significantly. Unbalanced and overlapping data sets pose
obstacles that a few models can effectively address.

In detecting fraud, the effectiveness of singular classification models like
decision trees, the likelihood of occurrence function (LOF), Naive Bayes, C4.5, and
support vector machines (SVMs) vary. Critical evaluative criteria for these models
include the data set, precision, constraints, and real-time efficacy. While each
model has advantages and disadvantages, combining them into a multi-classifier
system may effectively overcome their shortcomings and improve fraud detection
accuracy. In conclusion, integrating multiple models may improve fraud detection
performance, allowing for more accurate identification of fraudulent behavior.

Dataset Description

The chapter on data set description and preprocessing is vital to every data
analysis endeavor. The focus of this chapter is on detailing the obtained raw data
and the actions taken to clean, transform, and prepare it for future analysis. The
quality and precision of the study depend heavily on the data collection quality and
the preprocessing processes’ efficacy. Thus, it is essential to describe the data set
thoroughly, including its size, characteristics, and any missing or incorrect data. In
addition, all preprocessing methods, including missing value management, outlier
detection, and normalization, must be exhaustively documented and justified. By
providing a clear and straightforward description of the data set and preprocessing
processes, the future analysis will be more accurate and dependable, resulting in
more solid results.

These datasets are valuable resources for training and assessing machine
learning models for fraud detection and credit risk assessment and have been widely
utilized in research studies. The Credit Card Fraud (CCF) datasets is extensively
utilized in finance and credit card fraud detection.

The Credit Card Fraud (CCF) dataset, released in 2016 by European
cardholders, has been a valuable resource for fraud detection research. It provides
transactional data that has been extensively used to develop and test various
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machine-learning models and fraud detection techniques. The availability of
this dataset has facilitated the study and evaluation of novel strategies and
methodologies for detecting fraudulent credit card transactions. The CCF dataset
has played a significant role in advancing fraud detection capabilities [12].

The dataset contains 30 attributes, 28 of which are numerical and 2 of which
are categorical. PCA was used to change the numerical characteristics to keep
the data private.

Time vi vz Vi Vi vs v V7 va ve . V21 vaz va vad vas V26 var V28 Amount Class

0
1 o0
2

Figure 2 — Dataset visualization

The two defining characteristics are «Time» and «Amount» The «Time»
attribute indicates the number of seconds between each transaction and the first
transaction in the collection. The «Amount» field displays the transaction total
in euros. Table 1 shows a detailed description of the features in the CCF dataset.
«Class» is the target variable identifying whether a transaction is fraudulent.
Several 1 indicates a fraudulent transaction, while a value of 0 suggests a
transaction that is not fraudulent.

Table 1 — Credit Card Fraud (CCF) dataset features

. Feature | Description Type

Time Number of seconds Categorical

_ elapsed
V1-V28 PCA transformed Numerical

~ features
Amount ransaction amount Categorical
Class Fraudulent or non- Categorical

fraudulent

Preprocessing The data supplier has already preprocessed the dataset, and
the dataset contains no missing values.

Limitation The CCF dataset contains 492 fraudulent transactions out of a
total of 284,807 transactions, resulting in a class imbalance issue. To address this
imbalance, techniques such as oversampling and under-sampling can be employed
to balance the dataset before training machine learning models.

The CCF dataset includes anonymized features V1 to V28, derived from PCA
transformation for data privacy. Although the specific attributes and their meanings
are not disclosed for confidentiality reasons, researchers can utilize these features
as inputs for machine learning models aimed at detecting fraudulent transactions.
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The class imbalance issue in the CCF dataset, with a small number of
fraudulent transactions compared to valid transactions, poses challenges for
effectively detecting fraud using machine learning models.

Nevertheless, the CCF dataset has become a widely used benchmark for
fraud detection tasks in the academic community. Its availability has significantly
contributed to the development and testing of novel fraud detection techniques,
ultimately enhancing the security of credit card transactions.

Methodology

Detecting fraud in credit card transactions takes multiple steps of data
preparation and analysis using various machine-learning algorithms. Data
preparation includes cleaning and altering the data to make it usable for machine
learning techniques. SMOTE (Synthetic Minority Over-sampling Technique) is
a typical oversampling approach used in the preprocessing phase to handle the
problem of imbalanced data. Several metrics, including accuracy, precision, recall,
F1 - score, and AUC-ROC, are used to assess the performance of each model
(Area Under the Receiver Operating Characteristic curve).

Finally, a multi-classification model will implement a multi-classifier system
based on a sequential combination approach. This will allow us to integrate the
outputs from multiple classifiers to produce a more robust and accurate prediction.

The methodology intends to give a comprehensive approach to detecting
credit card fraud, considering the data’s uneven nature and the necessity for high
precision in recognizing fraudulent transactions.

Single classifiers models with datasets

We must first partition our data. The train test split function from the Scikit-
Learn module is used in the code fragment to split the data. The initial dataset
is divided into two sets, X and y, representing the input features and the output
label, respectively. The data is separated into two sets: training and testing, with
a test size of 30 % and a random state of 42. This means that 70 % of the data will
be used to train the model and 30 % to evaluate its performance. The training
set will be used to fit the model, while the testing set will be used to evaluate the
model’s performance.

R Eratng, K tesnt. v trdin v teat — Srain Sest_spliHiK. . et

Splitrting for the neccond datasot:
X_train, X_taest, y_train, y_taat —

train_test_splitd(X. y¥y. test_size—0.2.random_state—42)

Figure 3 — Code of splitting the dataset

For the first dataset, we will use several single-class classification models,
including Logistic Regression, Naive Bayes Classifier, Random Forest Classifier,
and Support Vector Machine (SVM).
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Logistic Regression is a statistical model used to study the relationship
between a dependent variable and one or more independent variables by estimating
probability using a logistic function. Any real-valued number is mapped to a
probability between 0 and 1 by the logistic function (sigmoid function). Based
on the input features, the model computes the probability ratio for the occurrence
of an event, such as fraud detection. The outcome of the logistic Regression is
a binary classification model with a threshold for classifying a transaction as
fraudulent or not.

SVMs are commonly used in machine learning to handle classification and
regression problems. The program projects the samples of a given data set with n
attributes into an n-dimensional space where each sample is represented as a point,
and the value of each attribute corresponds to a specific position. As demonstrated
in Figure 4, the SVM algorithm next calculates the best hyper-plane that splits
the data into classes.

Figure 4 — Support Vector Machines (SVM) algorithm

The technique works by creating several decision trees using a random subset
of the features and a random selection of the data. For each tree, a bootstrap
sample of the training data is used to produce a new dataset of the same size as
the original, but some of the samples are repeated and others are left out. This is
referred to as bagging (bootstrap aggregating).

To predict the class of a new sample, the algorithm sends the sample through
all the trees and combines the results by taking the majority vote. The final output
is the class with the highest number of votes.

A random forest decision tree is generated using a collection of features and
data. This randomization helps to reduce overfitting and increase the generalization
of the model. Using techniques such as cross-validation, the algorithm’s
hyperparameters, such as the number of trees and the maximum depth of each
tree, can be changed to improve the model’s performance on the validation set.

The Multi-Classifiers System, often known as MCS, is an ensemble technique
that enhances the accuracy of predictions by merging the findings of multiple
classifiers into a single model.
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Before going on to more complex models, simpler classifiers that produce less
precise results are often applied first. In the sequential combination strategy, two
or more separate classifiers process the input data by collaborating sequentially.
Following this, the output of the initial classifier serves as the input for subsequent
classifiers. The boosting method is an example of a learning algorithm that uses
sequential combining. Figure 5.

Classification 1

Classification 2

Classification n

Figure 5 — Sequential combination

In this research project, a sequential multi-classifier combination strategy will
be implemented to improve the accuracy of fraud detection models. The concept
of merging supervised and unsupervised models to improve the identification of
fraudulent transactions will also be investigated. Support Vector Machine (SVM)
and Random Forest Classifier are the base classifiers employed in this work (RFC).

Combining the COPOD algorithm, an unsupervised outlier detection
methodology, with the RFC model constitutes the first combination method.
COPOD identifies data outliers and eliminates them from the training set,
enhancing the RFC model’s performance.

The second combination approach will entail combining the COPOD and
SVM algorithms. Like the first method, COPOD is used to preprocess the data by
finding and removing outliers, improving the SVM model’s performance.

Using the Isolation Forest (IForest) algorithm, another unsupervised outlier
detection tool, in conjunction with SVM, constitutes the third combination method.
The IForest algorithm functions by isolating data outliers through recurrent dataset
segmentation. By deleting these outliers, the SVM model’s performance can be
enhanced.

All unsupervised models (COPOD and [Forest) will be combined with RFC in
the fourth combination approach. Before feeding the data into the RFC model, this
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strategy seeks to discover and eliminate data outliers by combining the strengths
of two unsupervised outlier detection algorithms.

In the final combination procedure, all unsupervised models (COPOD
and IForest) will be combined using SVM. This method tries to enhance the
performance of SVM by reducing data outliers.

By applying sequential multi-classifier combination approaches with
supervised and unsupervised models, we hope to boost the accuracy of fraud
detection models and the capacity to identify fraudulent transactions.

Results and Discussion

The chapter on findings will compare the performance of single and multi-
classification models for credit card fraud detection.

Single classifier’s performance with the dataset

The table demonstrates the performance metrics of four distinct single
classifiers on the Credit Card Fraud (CCF) dataset. Each model is evaluated based
on its accuracy, precision, recall, and F1 score.

Table 2 — Single classifiers performance

_Dataset | Model | Accuracy | Precision | Recall F1 score
_ CCF __ Logistic 99.92 0.87 0.63 0.73
_ Regression
_ CCF__|__Naive Bayes 97.8 0.65 0.84 0.70
CCF _Random Forest 99.93 0.77 0.86 0.81
__CCF__| Support Vector 99.94 0.83 0.83 0.83
_ Machine

The logistic regression model had the highest accuracy for the CCF dataset,
at 99.92 %, but its recall was relatively low, at 0.63, showing that it struggled
to identify fraudulent transactions correctly. The Naive Bayes model’s accuracy
was lower, at 97.8 %, but its recall performance was superior, with a score of
0.84. The Random Forest model achieved the most excellent F1 score of 0.81,
indicating that its precision and recall were well-balanced. The Support Vector
Machine model achieved a balanced performance with an accuracy of 99.94 %
and an F1 score of 0.83.

Overall, these results indicate that the selection of a single classifier can
substantially impact a model’s performance and that other models may be better
suited for particular datasets and aims.

Multi-classification model performance

The table depicts the evaluation of the performance of various single-classifier
models trained on Credit Card Fraud (CCF)
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Table 3 — Multi classifiers performance

_Dataset Model _Accuracy | Precision | Recall | F1 score
__CCF__ | _COPOD +REC 99.95 0.92 0.78 0.85
__CCF__ | _COPOD+SVC 99.96 093 0.89 0.91
_ _CCF__ | _ TForest+RFC 99.94 0.92 0.76 0.83
_ CCF_ | _ [IForest+SVC 99.93 0.81 0.82 0.82
__CCE__| All Unsupervised 99.94 0.88 0.78 0.83
+ REC
_ CCF | AllUnsupervised | 9992 0.86 0.73 0.73
+SVC

The performance metrics evaluated are accuracy, precision, recall, and the
F1 score. COPOD + RFC, COPOD + SVC, IForest + RFC, IForest + SVC, All
Un- supervised + RFC, and All Unsupervised + SVC are the models evaluated
for the CCF dataset.

Conclusions

Based on the tables presented, it is evident that several machine-learning
models have been employed to detect fraudulent behavior with varying degrees
of success. Logistic regression, Naive Bayes, random forest, and Support Vector
Machines (SVM) have all shown high accuracy in identifying fraud in credit card
transactions. However, imbalanced datasets can negatively impact the precision
of some models, such as Naive Bayes. In order to overcome these challenges,
researchers have proposed combining multiple models and using unsupervised
learning techniques. The combination of COPOD and random forest, and COPOD
and SVM, have shown excellent performance in detecting fraud, with high
accuracy, precision, recall, and F1 scores.

Overall, the use of machine learning models and unsupervised learning
techniques has the potential to improve the detection of fraudulent behavior
significantly. However, it is crucial to consider the limitations and challenges
associated with these models, such as imbalanced datasets and overlapping class
samples. Further research is needed to develop more robust and effective models
that can address these challenges and provide greater accuracy and reliability in
detecting fraudulent behavior
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KPEIUTTIK KAPTAJIAPIbI AHBIKTAYFA APHAJIFAH
KOII-KJIACCU®UKATOPIIAP )KYHECI

Hecue kapmanapvin wivleapy OusHeci 3KOHOMUKAHBIY JICYMbIC
icmeyi yuin eme MaHwvl30bl, OUMKEHI 01 OHAAUH-OAHKUHE, KOMMEPYUSLIBIK
MPAH3AKYUANAD  JCOHE — KAPJICHLILIK ~ MOMIENep  CUAKMbL  opmypii
KOHmeKkcmmepoe mikejeil moejem 90iCiH nanoaiany2a MymKiHOIK depedi.
Hecenmen, necue xapmanapvli nardaiany aidaskmolk OPeKemneH dcoHe
meJieM JHcacamaymer oe OAuIanbicmol, 01apobiy eKeyi 0e KiueHmmepee
JICOHe Mymacmai an2aHod OU3HecKe aumapiblKmai Kayin meHoipeoi.
Hecue xapmanapvina kamvicmol anasaKmulk opeKemmi aublKmay HCoHe
AObIH ALY, AIASKMbIK HCOHE KYMilemin MIHe3-KYIbIKMbll YHEMI 032epin
MYpamuli CUNAMBIHA JHCOHE MEH eMeC CbIHbIN OeneiCine JcoHe Oepexmep
JHCULIHBIHOARLL  CHIHbIN  OAHANAPLIMBIY  KAOAMMACYbIHA  OAUIAHbICTb
KypOeii JicoHe YaKblmmbl Kadjcem emeol.

Hecue kapmanapvinvly Oepexmep HCUHASLIHOA2HL  CHIHLININBIK,
MeH2ePIMCI30IK  AIAAKMbIKMbL  AHBIKMAYO0d  AUMAapivblkmail  Keoepei
grcacaiiovl.  Bipoicakmul  moodenvOep — anaskmelx, —emec — icmepmeH
CanbiCMulp2anod AnasKmulK icmep CaublHblY aumapavlKmai a3 O0IyblHAH
MYbIHOAY bl MYMKIH.

3epmmey 6ip kraccuguramopavik s0icmepee apmolk, IpIKmMey HeoHe
memen mayoay 90icmepiniy ocepin Kepcemeoi JcoHe ColKec JHcikmeyiul
aneopummin mayoayobly MAybI30bLIbIZLIH aman kepcemeodi. Homuoicenep
xen sicikmeyiw a0icmepi, aman aumganoa COPOD + RFC xcone [Forest
+ RFC, 6ip sicikmeyiut 90icmepmeH caiblcmulp2anod Hecue KapmaculHblY
ANAAKMBI2LIH  AHLIKMAYObl  AUMAPALIKMAU  JHCAKCapma — aniamblHbIH
KepcemeOi. Byn nomuoicenep scanean nozumuemepoi azatma Omulpsin,
Hecue  KapmaculHbly — AldsSKMbleblH  AHLIKMAYObl  JCAKCapmy YUl
OipHeute 6aKbLIAHOAUMbBIH JHCOHEe OAKBLIAHAMBIH OKbIIY AN20PUMMOEPIH
OIPIKMIpYOIH bIKMUMAL apMbIKUUbLIbIKIMAPbIH KOPCemeoi.
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JKanner anzanda, 3epmmey Hecue KapmAaculHblY ANASKMbIZbIH
AHLIKMAY — KUBIHOLIKMAPLIK — Weuty — YUliH — MAWUHATLIK — OKbINY
90icmepiHiy  KOMOUHAYUACHIH — KOJLOAHYObIH — MAHbI30bLIbIZLIH — aman
kepcemeoi. Ycvinvbiiean o0ic Hecue Kapmacvl KOMNAHUSAIAPLIHA
AnasKkmelx, opexemmepoi 091 dHcoHe MUiMOI aublKmayea Kemekmece
anaovl, OCHIIAUWA KAPAHCHUILIK HCOSANMY KAYHIH a3aumaolsl HCoHe
MYMBIHYWBIIAPObIY CEHIMIH apmmblpadbl.

Kinmmi coe3z0ep: anasxmolk, ken dcikmeyiui d0icmepi, aHblKmay,
Oip oicikmeyiu 90icmepi, MPAH3AKYUANAP, O9N0IK, ANLAAKMbIK OpPeKen,
MAUUHATBIK, OKbIIY KOMOUHAYUACHL, HeCUe KAPMACHL.

*P. K. Mypam', @. Typcynmemosa’, H. K. Hooipos'
'Astana IT University, Peciy6inka Kazaxcran, r. Acrana;
*Nazarbayev University, Peciy6nuka Kazaxcran, r. Acrana
IIpunsaro k uzganuto 15.12.23.

CUCTEMA MVYJbBTUKJTACCU®UKATOPOB JIJISA BBISIBJIEHUSA
MOHIEHHUYECTBA C KPEAUTHBIMU KAPTAMMU

BusHec no 6wlnycky KpeOumHvix Kapm upe36bluaiiHo  6adCeH
0Nl (PYHKYUOHUPOBAHUSL  IKOHOMUKU, MNOCKONbKY OH  obiecuaem
UCNONBL30BAHUE NPOCIO20 MEMOOd ONIAMbL 8 PAZIUUHBIX KOHMEKCMAX,
MAKUX KaK OHAAUH OAHKUHE, KOMMepUecKue onepayuil u QUHAHCO8bLE
onepayuu. Tem He MeHee UCNONB306AHUE KPEOUMHbIX KAPHL MAKI’CE
CBA3AHO ¢ MOUWIEHHUYECKUMU OCUCMBUAMU U HENLAMeNCamil, KOMopble
npeoCmasnsaom 3HAYUMENbHYIO ONACHOCHb OJid KIUEeHmOo8 U OusHeca
6 yenom. O6Hapyscenue U  NPeOOMEPAWEHUE  MOUECHHUYECKUX
Oelicmeuil ¢ UCRONb308AHUEM KPEOUNHBIX KAPM 6N CLONCHIM U
mpebyem MHO20 8PEMEHU U3-3 NOCMOSHHO MEHAIOWe20Cs Xapakmepa
MOUWEHHUYECKO20 U OHCUOAEMO20 NNOBEOCHUSL, d MAKIICE HEPAGHBIX MEMOK
KIACCOB U NEPEKPLLMUSL IK3EMNIAPOE KILACCO8 8 HAOOPAX OAHHDBIX.

Jucbananc knaccos 6 HaOOpax OAHHBIX KPEeOUMHBIX Kapm
npeocmaeisiem cobou cepvesHoe npensimcmeue Oasi  OOHAPYICCHUS.
MowenHuuecmea. Ilpedessimvle modenu mo2ym Oblmb pe3yibmamom
SHAUUMENLHO MEHbUe20 KOMUYECMEA CIYHAe8 MOWEHHUYeCmed Nno
CPABHEHUIO C OeNlaMU, He CEI3AHHBIMU C MOUWEHHUYECTBOM.

B uccreoosanuu  nooduepkueaemcsi  GuusiHue Memooos nepe
ouckpemusayuyu U HeOOCMAmMo4HOU 6blOOPKU HA Memoobl € OOHUM
KAACCUDUKAMOPOM U NOOYEPKUBACMCA  BAJICHOCMb  6blO0pa
coomeememeyoujeco  areopumma  Kiaccuguxamopa.  Pezynvmamuol
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NOKA3bI6AIOM, 4MO MemoOdbl € HECKOAbKUMU KIACCUDUKAmOopamu,
ocobenno COPOD + RFC u [Forest + RFC, mocym cywecmeenHo
VAYHUUMbG 0OHAPYIICEHUE MOUEHHUYECMBA ¢ KPEOUMHbIMU KAPMamu no
CPABHEHUIO € MEMOOAMU € OOHUM KLACCUPUKAMOPOM. Dmu pe3yiomamol
0eMOHCIMPUPYIOM — NOMEHYUAIbHbIE — NPEUMyuecmed — unmeepayuu
HECKONbKUX AN2OPUMMO8 00yuenusi 0e3 yyumens u ¢ ydumenem OJisi
VAYHUEHUS OOHAPYIHCEHUS MOUWEHHUYECBA C KPEeOUMHbLIMU Kapmamu
npU 0OOHOBPEMEHHOM CHUNCEHUU KOTUYECMBA TONCHBIX CPAOAMbIBAHUIL.

B yenom, uccreoosanue noouepxusaem 8ax3CHOCMb UCHONb30BAHUS
KOMOUHAQuUYU — Memooo8  MAWUHHO20 — 00yuenusi  Onsd  peulenus
npobiem O0OHAPYIHCEHUs. MOUEHHUYECBA ¢ KPeOUMHbIMU KaApmamu.
Ilpeonazaemviii mMemoo Moducem NOMOUb KOMNAHUIM, BbINYCKAOUWUM
Kpeoummubvie Kapmbl, MOYHO U IPPEKMUBHO BbIAGIAMb MOUEHHUYECKUE
oelicmeust, mem CamblM CHUICASL PUCK PUHAHCOBBIX NOMEPb U NOBLIULAS
dosepue KIueHmoas.

Kniouegvle cnosa: mowteHHUuecmeo, MHO20 K1ACCUPUKAYUOHHDLE
Memoobl,  OOHapyodiceHue, O0OHO  KIACCUPDUKAYUOHHbIE — Memoobl,
MPAH3AKYUU, MOYHOCMb, MOUWEHHUYECKAS. OesimeIbHOCHb, COYemanue
MAUURHO20 00YUeHUs, KPeOUMHAsl Kapmd.
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